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Dear Mr. Caton:

On Tuesday, May 9, 1995, the Cellular Telecommunications Industry Association
(“CTIA”) represented by Mr. Michael Altschul, Vice President and General Counsel;
Mr. Randall Coleman, Vice President, Regulatory Policy and Law; Ms. Andrea Williams,
Staff Counsel; and Ms. Catherine Massey, Regulatory Counsel, McCaw Cellular
Communications, met with Mr. Daniel Phythyon, Senior Legal Advisor to Bureau Chief,
Wireless Telecommunications Bureau, to discuss ESN security and the cloning of cellular
telephones.

At the meeting, CTIA presented the attached documents. Pursuant to Section
1.1206 of the Commission’s Rules, an original and one copy of this letter and the
attachments are being filed with your office. If you have any questions concerning this
submission, please contact the undersigned.

Sincerely,

e Andrea D. Williams
ya Staff Counsel
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THE "EMULATION" OF ELECTRONIC SERIAL
NUMBERS = CLONING

The Electronic Serial Number (ESN) is a unique number assigned to
a cellular phone by the manufacturer. Section 22.919 of the FCC'’s
rules requires the ESN to be fixed and unchangeable, thus
establishing a unique fingerprint for each phone. The cellular
industry relies on ESN/MIN (Mobile Identification Number) pairs to
validate its legitimate customers.

Cloning refers to a method by which the original, factory-set ESN of a
cellular phone has been altered, transferred, removed, or modified
then reprogrammed into another cellular phone.

Cloning fraud, the most prevalent type of cellular fraud, requires the
ability to obtain valid ESN/MIN pairs, erasing the existing ESN from
a cellular telephone and replacing it with a copied or cloned ESN.
Once stolen ESN/MIN pairs are entered into cellular phones, the
cloned telephone is able to gain unlawful access to cellular service.

Cloned telephones are used not only to obtain free cellular service,
but also to conduct criminal activity such as narcotic and drug
trafficking.

The type of ESN alteration/modification used and advocated by C
Two Plus Technology and its affiliates cannot be distinguished from
any other cloning of cellular telephones.



THE FCC'S POLICY AND RULES GOVERNING
THE ALTERATION OF THE ESN

Since 1991, the Commission has clearly stated its policy and rules
governing the alteration or modification of the original, factory-set ESNs
in cellular telephones.

“Phones with altered ESNs do not comply with the
Commission’s rules and any individual or company
operating such phones or performing such alterations is in

violation of...the Commission’s rules.” FCC Public Notice,
Report No. CL-92-3, October 2, 1991.

“It is a violation of ...the Commission’s Rules for an
individual or company to alter or copy the ESN of a cellular
telephone so that the telephone emulates the ESN of any
other cellular telephone. Moreover, it is a violation of the
Commission’s Rules to operate a cellular telephone that
contains an altered or copied ESN.” Letter of Clarification
from Mr. John Cimko, Chief, FCC'’s Mobile Services
Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two
Plus Technology.

“Aljteration of an ESN can interfere with a cellular carrier’s
effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or
cloned ESNs are used in a majority of cases involving
cellular fraud....phones with altered ESNs do not comply
with the Commission’s rules....” Letter of Clarification from
Mr. John Cimko, Chief, FCC’s Mobile Services Division, to
the Honorable Jim Sasser, U. S. Senator, dated June 21,
1994, concerning a constituent’s desire to have the same
telephone number for each of his cellular telephones.



*Any individual or company that knowingly alters cellular
telephones to cause them to transmit an ESN other than the
one originally installed by the manufacturer is aiding in the
violation of...[the Commission’s] rules. Thus, we advise all
cellular licensees and subscribers that the use of the C2+
altered cellular telephones constitutes a violation of the Act

and our rules.” Part 22 Report and Order, 9 FCC Rcd 6513
(1994).



A FEDERAL COURT HAS ENFORCED THE FCC'S NEW
ESN SECURITY RULE

In Houston, Texas, the U.S. District Court has issued a permanent
injunction against a C Two Plus affiliate. In its decision, the Court
determined that emulation of the electronic serial numbers of cellular
telephones by the defendant, an affiliate of C Two Plus Technology,
violates the Part 22 Report and Order. See Houston Cellular Telephone
Company v. John C. Nelson, et. al, Civil Action H-95-617, (S.D. Tex
March 17, 1995).

While the FCC and the Court have clearly stated that emulation of
ESNs violates the FCC’s rules, a recent press release of a C Two Plus
affiliate continues to ignore the ESN security rule by stating that the
FCC'’s Part 22 Report and Order is an advisory opinion and “is not
legally binding.” See Business Wire, Dow Jones and Company,
Charlotte, North Carolina (April 6, 1995).



THE CELLULAR LICENSEE'S RESPONSIBILITY FOR
ADDITIONAL MOBILE UNITS

Part 68 of the Commission’s rules sets forth the customer-carrier
relationship for the connection of additional phones to wired service.
Under Part 68, it is the customer, not the wireline carrier, that
assumes responsibility for the connection of additional phones on the
customer’s premises.

The FCC, however, has prescribed a very different customer-carrier
relationship for cellular service. The FCC holds the cellular licensee,
not the customer, responsible for effective operational control over all
mobile stations, iLe., cellular mobile units, that communicate with the

cellular licensee’s base station. See 47 CFR Section 22.912.

With cloned phones, it is impossible for the cellular licensee to comply
with this Rule.

e The licensee does not control the alteration or
manipulation of the ESN.

The licensee cannot track or bill the cloned phone.
Cloned phones which are not controlled or authorized by
the carriers do not fall within the carrier’s blanket
license. Therefore, such phones are unauthorized
transmitters and violates Section 301 of the
Communications Act.

e Because the licensee does not control the cloned phone,
the licensee also cannot ensure that the operation of a
cloned phone does not interfere with legitimate
customers’ access to cellular service.

Carriers are increasingly deploying anti-fraud features such as radio
fingerprinting and velocity checking to combat cellular fraud. With
the deployment of such features, a cloned phone can be detected and
removed from the system before the user accesses the system. Thus,
cloned phones customers will be denied access or removed from the
system, regardless of their intended use of the phone.



RESPONDING TO CUSTOMER DEMAXND WHILE
PROTECTING AGAINST CELLULAR FRAUD

In response to consumers’ desire to have two phones with the same
phone number, cellular carriers have begun deploying switch-based
technology which will “look for” or page several phones with the same
MIN.

Unlike cloned phones, each phone has a distinct, factory-set ESN.

Unlike cloned phones, the switch-based technology allows cellular
systems to authenticate or validate legitimate mobile units.



PETITIONERS SEEK RECONSIDERATION OF
SECTION 22919

In the Part 22 Report and Order, the FCC stated that Section 22.915,
which governs cellular specification compatibility, has been retained
and renumbered Section 22.933. See Part 22 Report and Order, 9
FCC Rcd at 6526, n. 108 (1994).

While C Two Plus Technology refers to Section 22.915 in its reply to
TIA/CTIA Joint Reply to Petitions for Reconsideration, it does so in the
context of cellular specification compatibility, not ESN security.

Section 22.919 which governs ESN security, not the cellular
specification compatibility under the former Section 22.915, is at issue
on reconsideration of the Part 22 Report and Order.



CONCLUSION

e The FCC and a Federal Court have clearly stated that the
“emulation” of ESNs violates the FCC’s Rule governing ESN
security.

e The type of alteration or modification of ESNs advocated and used by
C Two Plus Technology to provide “extension” service is pure and
simple cloning.

e To allow such cloning would not only violate the FCC’s rules but also
undermine the FCC’s policy and recent enforcement efforts to
combat cellular fraud.



APPENDIX A

. Business Wire, Dow Jones and Company, Charlotte, North Carolina
(April 6, 1995).

. Houston Cellular Telephone Company v. John C. Nelson, et al., Civil
Action H-95-617, (S.D. Tex. March 17, 1995).

. Plaintiff’s Original Complaint and Request for Temporary Restraining
Order, Preliminary Injunction and Permanent Injunction, Houston
Cellular Telephone Company v. John C. Nelson, et al, Civil Action H-
95-617, (S.D. Tex. filed March 1, 1995).

. In the Matter of Revision of Part 22 of the Commission’s Rules
Governing the Public Mobile Services, CC Docket No. 92-115, Report
and Order, 9 FCC Rcd 6513, 6525-6526 (1994).

. Letter of Clarification from Mr. John Cimko, Chief, FCC’s Mobile
Services Division, to the Honorable Jim Sasser, U. S. Senator, dated
June 21, 1994, concerning a constituent’s desire to have the same
telephone number for each of his cellular telephones.

. Letter of Clarification from Mr. John Cimko, Chief, FCC’s Mobile
Services Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two Plus
Technology.

. Letter from Mr. Michael Altschul, Vice President and General Counsel
Jfor CTIA, to Ms. Renee Licht, FCC’s Acting General Counsel, dated
November 4, 1992, requesting FCC’s written concurrence that
cellular phones containing ESNs modified by the NEPD do not
conform to Part 22 Rules.

. FCC Public Notice, Report No. CL-92-3, October 2, 1991.
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CHARLCTTE. N.C.—{BUSINESS WIRE)~april 3. 1995—The iatest innovaton -
the )
selecommunicatons indusiny Nas come to the Carolinas, ornging convenience
for ”
those wWho use it and controversy for the government,

The innovation 1s a oceliularo extension. It enables you to have two or
more ‘
oceifularo phones on one line. Offered by Affordable oCellularo Extensions
of
Chariotte, an extension costs a one-time fee of $199. In comparison, phone
companies charge $20 to $35 per month for a separate phone line.

The extension duplicates a telephone’'s electronic serial number. The
resuits:
you can hook more than one phone to a singie telephone number. Oniy one
phone
may be used at a time, however.

The service appeals to salespeople, doctors, lawyers, and other
professionals.

They buy it to stay in touch with the office while in or out of the car and
remain accessible to clients and staff. Extensions give family members a way
to
contact each other easily and provide a sense of security at night -- owners
aiweys have access t0 a phone.

What's the controversy? Phone companies, of course, wish this service
wouid
disappear. The government has some questions, too, claiming the service
might ‘
encourage fraud.
ogl‘ n?:ptombcn the Federal Communications Commission issued an advisory

n
ayirg the use of aitered oceliularo teiephones violates the Communicstions

ACt O
1994. Though the FCC's opinion is not legelly binding, the commission is
considering new reguiations that might change how ocellularo phones are
produced.

The ocelfufaro phone market is growing 40% annually in the U.S., according
to
industry reseerch. Some ansiysts estimate 8s many as one-third of ocellularo
owners sre interested in extension cspabiilties.

For more informadon on oceliulero extensions, csll Gery Rafio, owner of
Affordsbie oCeliuiero Extensions, at 704/358-1926.

CONTACT: Andrea Cooper Communications, Charlotte
Andres Cooper, 704/343-2543

11:38 ET APR 08, 1998
ey T R

ndustry:

Subject: N/BW N/POT
Merket Sector: M/UTI £ RIUS A/USS
M....g.' O 0489 from PR

DJ/PrssR: Copyright 1995 Dow Jones and Company inc.



Hnited States Bistrirt Court
PHoutheen Btstrict of Texas
oustan Blutsion UNITED STATES 2i5TAICT COURY
SOUTHERN O'?;FICT OF TEXAS
ENTERFD

MAR 1 7 1895

HousToN CELULAR § W
TELEFHONE COMPANY, § Chaei N. MiDy, Lisca
§
Plaintiff, §
§
versus § CIviL ACTIoN H-95-617
§
JCHN C. NELSON, Doing Business as Both §
Cell Time Cellular and Action Cellular and §
DaNNY HART, Doing Busmess as §
Action Cellular and §
ACTION CELLULAR EXTENSION, [nc,, §
$
Defendants. 5
PERMANENT INJUNCTION
A Findings.

Based on the stipulations and evidence, the court makes these findings:

1. John C. Nelson, Jr, who has done business as Cell Time Cellular and who is a
representative of Action Cellular Extensions, Inc., has engaged in the emuiation of
the electronic serial numbers of cellular telephones since August 9, 1994,

2. Darniel K. Hart, as a representative of Action Cellular Extensions, Inc., has engaged
in the emulation of the electronic serial numbers of cellular telephones since December
15, 1994,

3. Action Cellular Extensions, [nc., has engaged in the emulation of the electronic serial
numbers of cellular telephones since December 15, 1994

4 On May 4, 1981, after notice in the Federal Register, the Federal Communications
Conumssion issued the Inquiry imto the Use of the Bands 825-845 MHz and 870-890
MHz for Cellular Communications Systems; and Amendment to Parts 2 and 22 of the
Commission's Rules Relative to Cellular Communications Systems. (86 F.C.C. 2d
469 (1981). It sdopted the technical specifications for cellular telephones that each
telephone have & unique electronic serial number. This order was published in the

Pubiic AGveus Tarveingl W1 - 4:30CVEI7 inatrament 7 page 1



Federal Register on May 21, 1981 (46 Fed. Reg 27655) with corrections on June 1§,
1981 (46 Fed. Reg 11417

Qn September 9, 1994, after notice n the Federal Register, the FCC issued the
Revision of Part 22 of the Commussicn Rules Governing the Public Mobile Services
(9 FCC Red 6513 (.994) This FCC order was published in the Federal Register on
November 17, 1994 (55 Fed Reg. £9502).

Haouston Cellular has suffersd irreparable damage as a consequence of defendams’
emulation of the electromic serial numbers of cellular telephones for which it is the
carrier. The defendants’ actions have depnved Houston Cellular of monthly access
charges and other per unit charges its customers would owe for additional
connectiond.

Although the damage is cescribable, Houston Cellular cannot reliably quamify it,
making the legal remedy inadequate

The acts of the defendants are anajogous to their having installed unsuthorized access
to & cable television network. This piracy injures the utiity and its legitimate
customers.

No unrepresented third-party nor any diffuse public interest is adversely affected by
the restrictions this injunction imposes on Nelson and Hart.

Conctusions

The FCC orders were regularly made, published in the Federal Register, and served
on defendants by publication. 5 U.S.C. § 552(a)1). See also, Fed Crop Ins v.
Merri] 332 .S. 380, 384-85 (1947),

These orders adopted by the FCC constitute orders within the meaning of § 401(b)
(47 U.S.C. § 401(b)) of the Communication Act of 1934,

Emulation of the electronic serial numbers of cellular telephones by Nelson , Hart, and
Action Cellular Extensions, Inc., violates the two FCC orders.

Section 401(b) of the Communication Act of 1934 expressly authorizes injunctive
relief for s party injured by disobedience of an FCC order. The prerequisite of
ureparable injury need not be established where such injunctive relief is expressly
authorized by statute. United States v. Hayes Int’l Corp., 415 F.2d 1038, 1045 (5th
Cir. 1969); Gresham v. Windrush Partmers, 730 F.2d 1417, 1423 (11th Cir. 1984).
Althcugh Houston Cellular need only demonstrate that it has been injured to satisfy
this standard, having found that it was in fact irreparably injured by defendants’ acts
and in an amount not susceptible to calculation, the court concludes that injunctive
relief is available at common law

.2.
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C.

Based on these findings end conclusions, John C. Neison. [, Daniel K. Hart, and Action
Cellular Extensions, [nc., are enjoined permanently from emulating electronic serial aumbers

Inpunciion.

of cellular telephones for which Houston Cellular is the carrier.

This restriction binds them and all those who may knowingly act in cancert with them,

including employees, agents, and consumers

1

Specifically, the defendants are enjoined fom altering, trunsferring, emulating or
manipulating electronic senal numbers of cellular telephones for which Houston

Cellular is the carmier except in stnict compliance with the FFC orders.

The defendants shall produce immediately to Houston Cellular these documerits,
including those seized by the United States Marshal and others in their possession or

within their access:

A

With the exception of Houston Cellular subscribers’ service orders or contracts, the
defendants are entitled to retain the originals of those documents, providing Houston
Cellular with photocopies. The defendams may recsin photocopies of the Houston
Cellular subscribers’ service orders or contracts only for the purpose of assisting in
re-emulation. The defendants will surrender to Houston Cellular all photocopies at
the completion of the re-emulation or upon written request of Houston Cellular.

All lists, files, records, or other information containing rames,
addresses, or telephone numbers of entities for whom they altered,
trensferred, emulated, or manipulated the eloctronic serial numbers of
cellular telephones from January 1, 1990, to March 15, 1995.

All advertisements, brochures, or other documents that advertised
services to the public for aitenng, transferring, emulating, or
manipulating the electronic serial numbers of cellular telephones.

Documents in their passession that identify other entities which offer
services to alter, transfer, emulate or manipulate the electronic serial
numbers of cellular telephones.

Documnents evincing a business relation or transaction with
Technology, Inc.

A complete copy of all data on any storsge medium, including paper-
based, fixed-disk, and removable-disk data (hard, removable, foppy,

optical, and tape drives and RAM). Houston Cellular will reimburse
the defendants fbr copying costs incurred in producing a hard copy.

-3-
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wn

This orcer does not require that the defendants croduce C2+ Technology, Inc,
proorietary information, equipment. or accessories in any form.

Thisis a final judgment. The coun retains jurisdiction to enforce the (njunction and
the settlement from which it arose

Signed March 15, 1695, at Houston, Texas.

Lynn N. Hughes >
United States District Judge

Suie Accans Termunsl 8¢ - 4 33CVE7 instrument 7 page &



IN THE UNITED STAILS DISTRICT COURT

FOR THE SOUTHERN DISTRICT OF TEXAS
HOUSTON DIVISION

HOUSTON CELLULAR
TELEPHONE COMPANY

C.A. NO.

Y.

d/b/a both CELL T[W CELL

ACTION CELLULAR and DANNY
HART, individually and d/h/a both
ACTION CELLULAR and ACTION

§
$
&
:
JOHN C. NELSON, individual U'l and §
and §
§
;
CELLULAR EXTENSION $

DEMAND FOR TRIAL BY JURY

PLAINTIFF'S ORIGINAL COMPLAINT AND
REQUEST FOR TEM.PORARY RESTRAINING ORDER
PR NJUN N
TO THE HONORABILE JUDGE OF SAID COURT:

COMES NOW HOUSTON CELLULAR TELEPHONE COMPANY (“Houston
Ccllular™), plainuff hcrein, seeking a temporary restrairung order, preliminary injunction and
perinasent iojuncton.  [n support thereof, Houston Cellular would respectively show untn the
wutl as follows;

I.
IRISDIC N T

1. This case arises under the constitution, laws or treaties of the Unuted States. 28
U.S.C. § 1331. Pursuant 10 47 U.S.C. § 401(b), Houston Cellular seeks to prohibit defendants
w (collectively the “ESN Orders™ of the Federal C:n—nnunicaﬁon Commisgon
(“FCC”™) now codified in part at 47 C.F.R. 22.919(a).

2. Houston Cellular is a Tcxas general partnership with its pnncipal place of business
at One West Loop South, Suite 300, Houston, Texas 77027.

3. Defendant John C. Neison is an individual residing in Harris County and doing
business as both Cell Time Cellular. 5202 Sycamore Villas, Kingwood, Texas, 77345 and Action
Cellular at 9100 Southwest Freeway, Suite 150, Houston, Tcxas. Defendant John C. Nelson,
individually and doing business as Cell Time Cellular, may be served with process by serving



Jorn C. Ielsen w 3202 Sycamore Villas, Kingwoeoc. Texas, 73135, Defendaat Jahn € Ne'sen,
individially and Jotng busiyiess as Acton Cellular, may be served at 9100 Southwest Crrenay
Sulte |30, Houston, Texas.

3 Detencant Danny Hart, undividually and doing business as both Acaon Cellular and
Action Cetlutar Extension. 1s an individual who tesides at 10210 TForum West Drve, Houston,
Texas 77036. On 1nformation and beiicf, Dunny Hut, doing business as Action Celiular, has an
office at 9100 Southwest Freeway, Suite 150, Houston, Teaas, and may be served at this address.
On wnformanon and beliel, Dacny Hart, individually and doing Lusiness as Acuoa Cdllular
Extension, may be served at 10210 torum West Drive. Houston, Texas 7703G.

.
VENUE

5. Venue is proper in thus distnct for two reasons. First, a substandal part of the
events giving rise 10 Houston Cellular’s claim occurred in this district. 28 U.S.C. § 1391(a)(?2).
Second. deferdants are individuals or entties with contacts sufficient to deem them residents of
this judicial district. 28 U.S.C. § 1391(c).

[11.
SUMMARY OF ALLEGATIONS
6. Pursuant o 47 U.S.C. § 401(b) and Rule 65(b) of the ederai Kules of Civ:l
Procedure, Houston Cellular seeks a temporary restraining order. prelimupary injunctiog and,
ultimatelv, a permancat injunction barring defendants from violating the FCC's ESN Orders.
Furthermore, pursuant 1o 28 U.S.C. 2201(a), Houston Cellular seeks an order from the court
declaring the rights and obligations of the parties, specifically stating defendants cannot alter,

——

ransfer, emulate or manipulate the ESN of cellular telephones in violation of the FCC’s ESN

Orders. Pursuant to 28 U.S.C. 2202, Houswon Cellular seeks recovery of its reasonabie and

necessary aftorneys' {ees incwred by prosecution of this action.



Iv.

FACTUAL BACKGROUND
rouston Cellular 5 heensed by (ne FCC as the cxclusive prosider of cellu.ar
COmMuUIcatons senvtces on s authonzed [requencies in the Houston Metropolitan Stustcal
Area, whuch iecludes Harms, Liberty, “ontgomery, 'Walier, Fort Bend and Brazona Countes.

8. Defendants are engaged in the process of altenng, mampulating. or emulaang e
Electronic Senal Numbers on cellular telephones in violation of the FCC's ESN Crders.

S The Electronic Senal Number (“ESN™) is a 32 but binary number that uniguely
denufies a cellular mobrle transmilter ©0 a cellular svstem. [t is separate and distinct {rom the
phore’s 10-dizit telephone number. One purpose of the ESN in a celiular telephone s similar 1o
the Vehicle [dentficahon Number :n an automobile. Specifically, n uniquely identifies the
eculproent 10 assisi jp recovery, if 1t 1s stolen. More importantly, the ESN is designed to identfy
an authonzed subscriber and enable cellular licensecs. like Houston Cellular, 1o authorize system
usage and to properly bill for culls made to and from a cellular tciephone.

10.  The alteranon of a cellular telephone’s ESN allows a person to simulate the signal
ol a chffercnt cellular telephone. This process, called emulation, allows one ceilular phone W
emulae. or imitate, another celiular shone. Thus allows a persor to make a call on one cellular
lelephone while actually charging the call to another. Aiteration of an ESN facilitates fraudulent
aad unauthonzed ceilular calls. An unzuthorized user of a cellular phone that has an altered ESN
can make numerous local and long distance cals and have lhe charges biled to a towmlly
nnespecting cellular customer.  Alternatively, ESN alteration cnables one cellular phone 0
emnlate another cellular phone bevond the detection atnlines of cetlular licensees. Thus enables 2
customer 1 tise more than one telephone tor the same telephone aumber, thereby avoidiag monthly
access charges charped by Houston Cellular and cther cellular licensees. By altering an ESN, a
customer can frandulenrly avoid paying the monthly access charge for multple cellular phones.

resulting in a significant loss of revenues 1o Houston Cellular.



il Furtiermore, Houston Cellnar has recendy offered a special long distance rroeram
whereby. for a monthly fee, Houston Cellular »ijl allow free air ime cn all long distance calls ig
the State of Texas. Use ol thus long distance program will allow a customer to call long distance
from hus ccilular tlephone and pay only the rate charged by the anstomer's pre-selected long
Jistance carmier. Houswen Cellular will not charge for air time on such catls. Altcration of an ESN
allows a customer to have multiple cellular phones covered by a single montkly fes payment for the
long distance program, resulting in a substantial loss of revenue 10 Houstoa Cellular

12. As morc fully described in the affidavit of Robert Edwards. antached and
incorporated @ Eahibit “A,” defendants John C. Nelson, individually and doing business as Cell
Time Celluar and as Action Cellular, have been cngaged in the unauthorized practice of altering.
transferring, crowlating or  wwupulating the CSN of cellular tclcphonw' to emulate other phunes
subscribed to Houston Cellular. Specifically, on or about September 29, 1994, for 2 $225.00 fee,
John Nelson a.ltémd an ESN on a cedlua phune provided to him to emulatc a Houston Cellular
subscribed phone. In December of 1994, Rubert Edwaids retumed to John Nelson and received a
quote of $2Z50.00 for the alteration of an addidonal cellulur welephoue.

13. furthermore. as more fully described in the affickvit of Rubert Edwards, artached and
incorporated herein as Exhubit “A.” defendants Danny Hart, individually and doing busipess as
Action Celiular and Action Cellular Extension are also engaged in the umsutinized practice of
altening, wansferring, cmulaung or manipulating the ESN of celjular wclepboaes. Spwifically, on
or about February 8, 1995, Houston Celiular received an ad on Adverfax. The ad specifically
advertses “two cellular phones, one cefiular number.” Latues not licensed by the FCC w0 provide
cellular service cannot provide this service set forth in the advertisement. Houston Cellular bas not
authorized any person or entity o alter or emulate ESNs for cellular phooes subscribed 1 it
service. Seg Affidavit of Mike Hanafin The Affidavit of Robert Edwards descnibes a conversation
with Daany Hart wherein he admited that for $250.00 he would alter the ESN of a cellular phone
to emulate a Houston Cellular subscriber’s phone.



v,
FCC REGLLATIONS
14 On May 4, 1981, the FCC rrieased an Order eattled "An [nqu:ry Into the _se of
the Bands 825845 MHz and %70-890 MHz for Celiular Communicauons Systems; and
Amendment of Parts 2 and 22 of the Commuission's Rules Relatve 10 Cellular Communications
Systems,” 86 F.C.C.2d 469 (1981) in which it, among other thirgs, adopted techmcal
specificatons for the use of cellular telephones, including a requirement that each phone have a
cnique ESN. See 86 F.C.C.2d at 508 & n.78, 573, and 593. This FCC Order (the “Firyt ESN
Qrder”) was published in the Fedcral Register on May 21, 1981 (46 Fed. Reg. 27655) with
correciions on June 16, [981 (46 Fed. Reg. 31417.) A copy of this Firgt ESN Order is attached as
Exhibit “B.” On September 9, 1994, the FCC released an Order entitled “Revision of Part 22 of
the Commission Rules Governing the Public Mobilc Scrvices.” This FCC Order (the “Second
ESN Order™ was published i1n the Federal Register on November 17, 1994 (59 Fed. Reg. 59502).
‘The First ESN Order and Second ESN Order are collectively rcfcrmred to herein as the £SN
Orders.) A copy of the Second ESN Order is artached as Exhibit “C.”
15.  In response to an FCC Notce of Propused Rule Making, releascd June 12, 1992, 7
F.C.C. Red. 3658, and published in the Federal Regisier July |, 1992 (57 Fed. Reg. 29260),
C2+ Technology. a company that altered ESNSs, requested the FCC to amend the Commission’s
rules and allow companies to market ancillary cellular equipment that emulates ESNs for the
prnse of allowing more than one cellular telephone o have the same telephone number. Sec
paragraph £7 of Fxhibit “C.”
16. The FCC specifically rejected the proposed amendment of the emulator. The
Commission wrnte:
Further, we oconclude that the practice of altering cel to
“emmulate” ESNs without recsiving the permission of the relevant oetlular
licensee should nov he allowed because (1) simuitaneous ar
wlcphones fraudulendy emitting the same ESN
permission could canee problems ia some cellular sysems such as
arroneous tracking or talling; (2) frauduleat use of such phoncs without the
liccnsee's permissicn deprive cellular camers of mounthly per

reveaues to which they arc catitied; and (3) such altered phones
not authorized by the carrier, would therefore not fall within the licensee's

5



L‘ia..mct hcense, cnd thus would be urdicensed rmansm:gers 10 vinigbor of
Secton 3C1 of the Act

See parazrach €0 of Extubi *C.”
17.  The Commission {urther concluded:

Nevertheless, with regard to exasung equipmeni, we conclude that caflular
eicphones with altered [SNs do not camply with the cellilar <yatem
compatbiiry specificagon' and thus may not be considersd authonized
equipment uncer the onging type acceptance.  Accordingly, 4 consumer’s
momng use ot’ <uch altered eqm pmem would wolate our rules __c_f_umg

MMPMMMMWM

See paragraph 62.2 (emphasis added). .

In conclusion, in its Second ESN Order, the FCC cleardy stated (1) usc of altered ceilular
telephones constitutes a violation of both the Communications Act of 1934, as amended, and the
First ESN Order as codified in Commission rules, and (2) any company that knowingly aliers
cellular telephones is “aiding in the violation of our [FCC] rules.” |

vVi.

18. Pursuant to 47 U.S.C. § 401(b) and Rule 65(b) of the Federal Rules ot Civil
Procedure, Houston Cellular seeks a temporary restraining order (rom the court asking the court
(1) to enjoin defendants [rom altering, transferring, emulating or manipulating the ESNs of oellular
telephoncs and (2) that all records, computer disks, and other information concerning altercd
telephones be preserved in their cument state. As shown by the affidavits and evidence atiached

1Sge previous 47 CFR § 22.915, which became new 47 CFR § 22.933, adopted in the

2The Sanceg ESN Order also revised § 22.919(c). effective January 1, ! 995, to require all
manufacturers of cetlubm tel to design their such that say affempt to remave.
tamper with, or change the chip, will render the transmitter inoperative. Thus, in new
tetephones, Houston Celiubw and other cellular liccnsess should not be play with companies
that alter ESNs in violation of the law. Any aftempt to alter the ESN will render the ceilular

telephore inopcrable.



Serewc ald maspuiated herein, Houston Cellular would show immeduate and (reparadle :nyun
will occur w Howtou Cellular of an order enjosming deflendants from altemng. transterring.
emulétog oFf munigulatiag e ESNs 1s not granted. Specifically. as shown by the affidavit of
Mike Hapafin, Vice President of Eigineenng and Operatioas, armmached as Exhibit “D.” Kowstan
ellular would show thai 1t has v way of momtoning alicred telephonas and will continue to suffer
fraudulent and unauthorized us¢ of wit twune and theft of air time unless this order is granted
Furthermore, without rocords [rom dJefendants indicating the names of customers who have
received altered elephones, Houswon Cellula dues uot have a way to monitor the unauthorized use
of cellular teleprones or notfy specific cuswmers hat tiey are using ccllular tclephones :n an
unauthonzed manner.

19.  Inaddiuon. 28 US.C. § 401(b) states:

(b) It any person fails or peglects W obey any order Wl the Commission

other than fur the payment of money, while the same is in effect, the

Commission or any party injured thereby, or the Uniind States, by its

A General, may apply [0 the appropnatc district court of the United

States for the entorcement of such order. If, afwr hewiny, that court

determincs that the order was regularly made and duly served, and that the

person is in disobedience of the smme, the court shall enforce vbedienr w
C)-s - such order by a wnt of injunctiom or other proper process, mandatory or

otherwise, to restrain such person or the otficers, ageats, or rcpresenuives
of such person, {rom further disobedience of such order, or to enjoin upon
it of them obedience to the same.

20. \In Sowh Central Beil Telephone Company v. Louisiana Public Service
Commission, 744§ 2d 1107 (Sth Cir. 1984) vacated on other grounds 100 S. CL 2884. The Fifth
Circuit, interpreting § 401(b), stated:

Under § 401(b), a party seeking eaforcement of an FCC declwation maé'
obssin an injunction upon a finding th (1) the declaration is an FC

“osder” within the meaning of the Act, (2) the orler was regularly mude and
duly served upon the defendant. (3) the defendamt is in disobedience o the
order, and (4) the party seeking the injunction has becn injured by the
defendant's disohcdience.

Id. at 1114-1115.
21.  An FCC declamstion iz an “order.” if the “agency acts in accordance with its

logislatively deleguung rule malding authority™ and insends it w0 be binding on all applicable



persons. fd. at 1115 On herr tace. the ESN Qrders are “orders” prolubtuag ndividuals, vuer
atia, from using ceildar phones with citered ESNy or from altenng FSNs 1 cellular phones.
22, Inorcer w show that an order was duly senved, the Fifth Circwit has stated:
Thus, the requirement of “duc service™ is met if the defendant n a § 401(h)
proceeding received notce legaily sufficient to maxe the order enforceaole.
Under the APA {Adnunistrative Procedures Act], 4 rule (s eaforcsable once

it is putlished in the Federal Register. 5 (J.S.C. § 552(a)(1). The Suprcme

Court has held thil appearance of a rule in thar publicution coastitires legal
nouce [0 the general public.

Id. at 1119 (cites omitted). The FCC adopted the ESN Orders pursuant to lawfu nouce and rule
making proceedings under the APA, and the refercnced ESN Orders were published 1p the Federal
Register.

23. Houston Cellular, through the affidavits and Exhibits attachexd hereto and incorporated
herein, has shown that the defendants have violated “orders” of the FCC which have been “duly
served” upon the defendants. Because Houston Cellular has been injured by defcndants’
disobedience, it is entitled to 4 temporary restraining order probibiung the altering, transferring.
emulating or manipulating of ESNs of cellular telephones and enjoining defendants from altering of
destroying any records relating to the altenng. emulating, transfcrring or manipulatung of ESNG.

VII.
REQUEST FOR PRELIMINARY ANO PERMANENY [INJUNCTION

24. By way of this Complaint, Houston Cetiutar asks the cOurt o set a dawe, within ten
(10) days of the signing of the temporary restraining order, for hearing on e piclininary
injunction. At the same ume, Houston Celluiar asks the court to order defendanis w prcaduce
certain records relating to the aitering, transferring, emulating or manipulating of celluar
telephones, the servicing of clients, and/or responses Lo inquiries about such altering, transfernng,
emulating or manipulating on cellular telephones to the court for in camera inspection and
safekeeping.

25.  Furthermore, after the preliminary injunction heanng, Houstoa Cellular asks for a
trial at the earliest possible seting in order 10 permanendy enjoin defendants trom (1) altering,
transfernng. emulating or manipulating the ESN oa cellular telephones, or (2) altering or



Jestiwving any record that ralutes 0 tne alierng, transfernnp emulaung or mampulatiog of ceijuiar
telephoues, or the servicing of clients r responscs o inquines ahout such altenng. warsformra,

cmulaury o inanipulaing on ecilular teiephones.

Vll'.

26. Pursuaat o 28 U.3.C. 2201(a). Houston Cellular seeks a judgment from this court
geclaring e rights and obhgauuus of Houston Ccliular and the defendant. Speaifically Houston
Cellular asks the court 1o declare:

(1)  Defendants’ alwiing, uansiemng. emulating or manipulaing ESNs s a
violation of the FCC's ESN Ordery and (cgulations and aids and assisis others 1o violaang
the FCC's £aN Urders and regulatjons. .

(2) { he use of emulated or aliered wlepliones is a violaton of the FCC's ESN
Orders and regulations.

(3)  Houston Cellular has the right and the ubligation to detcrmine the names of
all customers who have had their celluiar telephones wlicial, transierred, cmulated or
manipulated so as to advise and ootify the customer that te use of alwered, tansfcrred,
emujated or manipulaied tclephones 1s a violation of te FCC's ESN Orders and
regulanons.

(4) Defendants have no right (0 aier, transfer, emulatc or manipulate cellsiar
1elephones of Houston Ceilufar customers.

27. Pursuant 0 28 U.S.C. 2202, Houston Ceilular seeks reimburscment of tic
reasonable and nccessary attomneys’ tees incurred by Houston Cellular {or bringing this declaratory
Judgment action.

iX.
PRAYER

28.  Houston Cellular requests this court enter a temporary resgmining order, after a
hearing, preliminary injuaction, and after a mal on the merits, 2 permanent injunction; that it be



